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[NO3UB 3A MTOJIHOWIERE MTOH YA

HaBEJICHUM
Ipeamerna yenyra o6yxsara:

3a norpede Hapyunoua, noTpe6Ho je npucTymHTH HCNIOpYLH, HMIVIEMCHTaUMK 1 akTHBaiwjn PAM (enrn,
Privileged Access Management) cucrema KOJH 00yXBaTa HajMamwe ner KOPHCHHYKHX JIHLCHLH Y TPajakhy

Ol Ha]MAkLE JIBAHACCT MeCew, koje he Girrn kopumhicne 3a 6e3Genan YAQUBCHH MPHCTYN HH(OPMALIMOHOM
cucremy Hapyuroua, a paau oapxasama u npahicwa paa kommieTHOr cHeTeMa.

Wnmiemenraunjom PAM crcrema HEONXNoAHo je morvhumi cneache MunmManHe (hyrxkumonanocrn u
creunpuKatmje:

*  Curyprocr noaaraka: lpusuncrosann kopucHmmm MMAJy TNIPHCTYN OCCTVBMBMM MOJALMMA |
pecypenma. bes apexearnor PAM PCUICH:A, OB npuBMaCrHje Mory Gurn 3n0ynoTpedibere,
AOBCCTH 10 ryOuTKa nojaraka wmu omorylinTn Hanase Ha mMpexy. Hapyunnau wecro ynpanma
OCCT/LHBHM H MOBEP/LHBHM HH(OpPMaumjama o rpahamuma. PAM nowmaske Y 3aTHTH OBHX
uH(popmatja oa HeayTopHIoBaKHOr NPHCTYTIA.

* Perynarusa u yeknahenoer: Muors PeryaTHBhH cTanapau (kao urro cy GDPR, SOX, HIPAA,
HT/L) 3aXTEBaJy KOHTPOJC npucTyna, ykmyuyjyhu ynpasmame NPUBHACTOBAHMM TIPHCTYTTHMA.
Heonxoamo je aa nonyheno PAM PCLICHC HCMYVHM OBY (hyHKIHOHATHOCT.

* AyTomatusaumja u emkacHocT: Heonxoawo je aa noxyheno PAM pemene VKJBYUYyjC anare 3a
ayTOMaTH3aLUM]y, Kao IITO j& ayToMarcka POTaLM]a NO3HHKH, IITO NOMasKe Y CMameHby BpeMeHa u
Hanopa noTpeGHor 3a oapxaBame CHrypHoOCTH.

* Tparosu pesusmje: Heomxomno Je na nonyheno PAM peleme npyka moryhuocr 3a npaheme u
CBHACHTHPAILE AKTHBHOCTH MPHBHICIOBAHMX KOpHCHHKA, WTO je KOPHMCHO 3a peBm3uje,
HCTPAAHMBAHC HHUMACHATA W OTKPHBAILE YHYTPALIEHX NPCTHLH,

* Konurpoma npusuneruja ua MuHHMYMY:  Konuent MUHHMH3AUMIC NPUBHJCTHjA (npHHLMnD
HAJMAHX MPUBHIICIHIA) je Kby4aH 3a Ge36eaHOCT. Heonxonmo je aa nonyheno PAM peuieise
omoryhu oBy konTpony, Ao3Bosbasajyhu camo Heonxo e TNIPUBHIICTH]E 3 CBAKY yIOry.



e Oarosopuoct u Tpancnapertoct: Heonxoamo Je aa nomyheno PAM pememwe omorvhasa
npalicke M CHUMamC AKTHBHOCTH NPHBH/ICTOBAHHX HaI0ra, WITO MOMAKC Y OApKaBamby
TPAHCMAPECHTHOCTH H OITOBOPHOCTH.

¢ Konmunyurer onepaumja: Heonxoano je aa nonyheso PAM pemerse nomorke y oapxasarmy
KOHTHHYHTCTa ONCPaLMja CMACHEM PHIHKA O NPEKHIa yeiea 3n0ynoTpebe npUBHACrOBaHHX
Hajora.

¢ VYnpamsame cecnjama: Heonxoauo je aa noryheno PAM petucive omoryhu yipasmarme akTHBHIM
CCCHjaMa NMPHBMICTOBAHMX KOPHCHMKA. TO 3HAYM 1A CHCTEM MOXE Aa MOKPEHE, NpaTH, nay3upa
WIH 3ayCTaBH CeCHje v peanHoM spemeny. OBO omoryhasa HE camo aKTHBHO HAAIICIAmE 3a
MOTCHIM)ANHO CyMEHBE pamise, Beh u moryhhoer ma ce MPOMIITHO pearyje Ha OMao Kakee
HEMPaBH/IHOCTH.

* Hurerpaumja ca ocramam cucremmuma: Heonxoamo Je aa ce nonyheno PAM pememwe nako
HMHTCTPHIIE €4 OCTATHM CHCTCMHMA, KAO WITO CY MACHTHTCT H ynpammame npuctynom (IAM),
CHCTEMM 3a jeTeKLHy u npeseHunjy ynaza (IDS/IPS), kao u ca nor u SIEM cucremuva. Osa
uHTerpaunja omoryhasa mmpe pasyscsame 6e36¢aHOCHHX pusuka u Oomy 3awTHTY 0A
NOTCHLM]ATHHX MPETH:H.

» Habaskom je Heonxoano obyxsaruTi yeayry HCTIOPYKE, MMILIEMCHTAUMIC H AKTHBATIH|E YKYTTHO
NCT KOPHCHIHYKHX JIMUCHUM Y TPajamby OA FOAMHY JaHA, Ca YK/bYHCHOM TPOM3BOhaukoM
MOAPUIKOM Ha HAJHOBH]E BEpuje, pesusuje, update-ose u patch-cse.

Pok ucnopyke je Hajayxe npa mecena o1 nasa 3aKJbyueHa yrosopa.

[Tpouemena spennoct vabaske je 990.000,00 unapa 6es I[1/1B-a .

Unanom 27. cras 1. Tauka 1. 3akoHa o Jasunum Habaskama (,,CyxGenn rnacunk PC* opoj
91/19 n 92/23), nponucano je na ce onpende oBor 3aK0Ha He npumemyjy ce Ha Habasky nobapa,
ycayra u crniposoheme KOHKypca 3a ausajH, umja Jje mpouemwena BpeaHoCT mama oa 1.000.000
Annapa u HabaBKy PajioBa 4ija je MpoLenheHa BPeaHOCT Makba o1 3.000.000 JMHAapa.

Cpenctsa 3a peanusaumjy nabaske o6e3belena cy 3axonom o Gyuery Peny6mmke Cpbuje 3a
2025. roanny (,,Cnyxbenn rnacuux PC”, 6poj 94/2024, pasneo 24, rnasa 24.1, pynxuuja 760,
exoHoMCKa kaacudukaumja 515, a napenena nabaBka ce HaIA3N Y MHTEPHOM MiaHy HabaBku
Hapyunona 3a 2024. roauny noa pemuum Gpojem 2.4. Jlnuenue 3a Oesbenan ynamen npucryn
(PAM - Privileged Access Management) unopmaunonom cHcTeMy Yrnpase 3a BeTepuHy.

[ Pox 32 noanowmeme nouyae je 13.02.2025. rogune g0 10:00 carn, j

Kpurepujym 3a u3bop najnosossnujer nonyhaua jecre Hajuuxa yKynna nonyhena nena.

C ob3upom na Hapyumnau ne KOpuCTH eNeKTPOHCKH CHCTEM 3a cnposoherme H3yszeTHx
HabaBKku, a KOJH 3aK/by4aBa MOHYAE y TPEHYTKY MOAHOLIEHA TAKO 13 Ce MOTY OTKJbYHYaTH TEeK
HENOCPENHO MO MCTEKY pOKa 3a MOJHOLIEHE HCTHX, NMOHYAA HEe MOXKE OHTH NOCTABIHEHA
kopuihemwem enekTponcke nouure.

Iouyhau nmomyay nocras/ba npenopyueHoM NOWTOM WM JHYHOM npenajom Ha
nucapuuun Ynpase 3a 3ajeanHuKe NOCJA0Be penmyGiMUKHX Oprama, TAKo 1a Oyne
3aNPHM/bEHA 10 Bpemena oapehenor 3a oTBapame nonyaa, y 3aTBOPeHoj KOBepTH:



Yupasa 3a BeTepPHHY

Omaanuucknx 6puraga op. 1

Hosu Beorpan
Hanomena: 3a nabdasky Jlunenne 3a 6esGenan yaamen npucryn (PAM - Privileged Access
Management) Hupopmaunonom cHeremy Vnpase 3a BeTepuny 6poj 000338866 2025 14841 005
000 405 023: HE OTBAPATH

JaBuo oreapame nouyaa 6uhe wispmeno nana 13.02.2025. roanne ca nowerxom y
10:15 carn, na aapecu: Omaaauncknx 6purana 6p.1, Hosn Beorpan, 1/52.

Ouena u panrupame monyna BPLIK Ce HAa OCHOBY yTBpheHOr kpuTepujyma, caunisana ce
H3BELUTA] KOJH CAAPKH CBE OCHOBHE fonatke o nonyhaunma, nonyhennm nenama u JPYTHM
TPAXKEHHM eneMenTHMa noHyxe (Lekwe, POKOBH, yCi10BH 1 Hauus naahamwa, n CI.) M IPeAnorom 3a
3AK/bYHCH:E NPEIMETHOTr YroBopa ca HaJNOBOBHU M nonyhauem,

Y oBom nocrynky we momoc ce nocebna omnyka o gonenu yrosopa, seh ce yrosop

3aKJbyHyje Ha OCHOBY H3BeLITaja. )
}N

Mapuja I'pouh,
cayxbenuk 3a japHe nabapke
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Mecto u natym Osnawheno mmie nonyhaua




bpoj nowyae u natvm ;

OBPA3AIL NIOHYJE

Ykynua uena 6es I1)1B

JIMHapa

6e3 I1/1B

Ykynua uena ca I1JIB

AMHapa

ca [1/IB

Pok u HauMH nnahama:

Hapyunnau he sprmrs
nnahame o npujemy
ypense e dakrype na
pauyn u3abpanor
nonyhaua//lo6asmaua,
poKy 011 nana
(nonymasa nonyhay —
3a Hapy4Houa je
NPHXBAT/LHBO Y POKY He
nyxem on 45 paHa o
JlaHa npHjema ypease e
dakType u 3anucuuka o
npumonpeiaju
npeamernux pobapa, a
KOJH Ca4yHHaBa
JlobGasmay u
Bepudukyje (notephyje
CBOJUM MOTIHCOM JTHILe
oapeheno oa ctpaune
Hapyunoua).

<

Mecro u aatym

Osnamhero anue noxyhaua




Kputepujym 3a usbop najnosossuujer nonyhaua jecre Hajuuxka ykynua nonyhena nena
0e3 I1/]1B-a.

Ykonuko nsa monyhaua MOHyne HCTY ueHy, yrosop he ce momenutu nouyhauy koju
NOHYAH AyKH POK nuahama.

Hanomene:
- YKOJIMKO noxyhauy Huje y cucremy I[1/]B-a, nonyhau crasma y nowymu Ty HanoMeny.
- Hapyuunau nuje npeasuneo moryhnocr noseharsa uewne, te je nonyhena nena konauna.

- llpuankom caunmasama nonyae ynorpefa neuara nuje obaBeina.



